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stuff I do
online communities & governance/law 

research ethics 

public perceptions of technology ethics 

ethical speculation in design 

computing ethics education 

marginalized online communities 

broadening participation in computing

2 @cfiesler



things I’m going to talk about
some* ethical controversies you’ve heard about 

some studies about data scraping 

my research ethics hill to die on, featuring “but the 
data is public” 

my ethics education hill to die on, featuring ethics 
integration across computing curriculum

3 @cfiesler

* every time I give a talk like this there’s more.



Q: What is “ethics” for a 
researcher? 

WRONG A: What the IRB tells 
me I can do.
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U.S. § 46.102
(f) Human subject means a living individual 
about whom an investigator (whether 
professional or student) conducting research 
obtains 
            (1) Data through intervention or      
                 interaction with the individual, or 
            (2) Identifiable private information.
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What defines “public” data? 

Is consent sometimes appropriate for use of public data? 

Is it acceptable for researchers to violate TOS? If research breaks 
TOS, are there additional oversights needed to mitigate risk? 

How do we account for user expectations even if we find them 
unreasonable? 

How do we address the use of stolen, leaked, or deleted data? 

What are proper anonymization practices for online data? 

Should we have shared expectations of ethical oversight? 

What precautions should we take for studying vulnerable populations 
online? 

What are our obligations to the communities we study?
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How do you decide whether it’s 
okay to collect data?

 @cfiesler

Do the Terms of Service prohibit it? 
Is the data public?
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How do you decide whether it’s 
okay to collect data?

 @cfiesler

Do the Terms of Service prohibit it? 

Is the data public?

Fiesler, C., Beard, N., and Keegan, B.C. No Robots, Scrapers, or 
Spiders: Legal and Ethical Regulation of Data Collection Methods in 

Social Media Terms of Service. ICWSM 2020.
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We analyzed 116 of these.
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 Data collection 
provisions are 

extremely vague and 
highly inconsistent 

across sites.



Most data collection provisions 
are context-agnostic.
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Fiesler, C., Beard, N., and Keegan, B.C. No Robots, Scrapers, or Spiders: Legal and Ethical 
Regulation of Data Collection Methods in Social Media Terms of Service. ICWSM 2020.

What kind of data you’re collecting 
What the expectations and norms of the 
users are 
Who you are 
What you’re going to do with it 



TOS-based decisions assume:
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Fiesler, C., Beard, N., and Keegan, B.C. No Robots, Scrapers, or Spiders: Legal and Ethical 
Regulation of Data Collection Methods in Social Media Terms of Service. ICWSM 2020.

Violating TOS is inherently unethical 
Violating TOS is the only thing that 
could make data collection unethical
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Do the Terms of Service prohibit it? 
Is the data public?
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Do the Terms of Service prohibit it? 
Is the data public?
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RQ:  How do Twitter users feel 
about the use of their tweets in 
research?

 @cfiesler

Fiesler, C. & Proferes, N. “Participant” Perceptions of Twitter 
Research Ethics. Social Media + Society 4(1).
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61% had no idea that researchers 
use tweets in research

 @cfiesler

47% think researchers are not 
permitted to without permission
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Regardless of whether you want them to use your 
tweets specifically, do you think that researchers should 
be able to use tweets in research without permission? 

35% “Yes”

65% “No”

“I would like to know if the 
research would serve a greater 
purpose.”

“If my tweets were being used in 
a large scale study, I really 
wouldn’t care. If anything was 
being personally picked out 
about me in a small study, I 
would care.”

“I would not want my tweets to 
be used in a study unless I was 
informed.”

 @cfiesler
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How would you feel if a tweet of yours was used in a research study and…

 @cfiesler



Data collection decisions should 
not be context-agnostic.

What kind of data you’re collecting 

What you’re going to do with it 

Who you are 

What the expectations and norms of the users are
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Fiesler, C. & Proferes, N. “Participant” Perceptions of Twitter 
Research Ethics. Social Media + Society 4(1).
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“publicness” is not the only 
context that matters.*

 @cfiesler

* my research ethics hill to die on
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72% of PubMed articles using 
Twitter data quoted at least one 
tweet, leading to a Twitter user 

84% of the time.

 @cfiesler

Ayers, John W., Theodore L. Caputi, Camille Nebeker & Mark Dredze. 2018. Don’t quote me: Reverse  
identification of research participants in social media studies. npj Digital Medicine 1(1), p. 30.
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please help me.  being 19 and HIV 
positive is so hard. How can I eat well to 
be healthier if I can’t afford food?
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What about vulnerable communities?

Dym, Brianna & Casey Fiesler. Ethical and Privacy Considerations for Research Using Online 
Fandom Data. Transformative Works & Cultures, 2020.

“A Tumblr user was mentioned in an article recently without his 
permission, citing some posts he's made. Through this, his 
identity has been revealed to a much broader audience…”

“They can only be who they are online. They can’t be who they 
are in real life because they would get thrown out of their houses 
or killed...I definitely know that being outed for what you are 
and how you act has caused problems.”
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What about vulnerable communities?

Dym, Brianna & Casey Fiesler. Ethical and Privacy Considerations for Research Using Online 
Fandom Data. Transformative Works & Cultures, 2020.

“I think that there is definitely--people 
come in to the communi ty, they 
parachute in, they don't really look 
around, and they leave.”
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“The risks, the misuse, we 
never thought about that.”  
                        - Zoom CEO



Are you thinking about the possible 
unintended consequences of your work?
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 for individuals (e.g., privacy violations, 
downstream harms) 

 for communities (e.g., bias, discrimination) 

 for science (e.g., public trust) 

 for society (e.g., impacts on large social 
structures) 

 due to bad actors (i.e., unintended uses)



Technical debt  
is the implied cost of future bug 
fixes caused by choosing an easy 
solution now instead of a better 
approach that would take longer. 
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Ethical debt  
is the implied cost of not 
considering social/ethical 
implications or harms now, 
assuming you can fix them after 
you find out what they are.
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“Software engineers continue to treat 
safety and ethics as specialties rather  
than as the foundation of all design.”
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ethics is not just a specialization.*

 @cfiesler

* my ethics education hill to die on
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is ethics an explicit part of university AI/ML/
data science classes?

Saltz, Jeffrey, Michael Skirpan, Casey Fiesler, Micha Gorelick, Tom Yeh, Robert Heckman, Neil 
Dewar, and Nathan Beard. "Integrating Ethics within Machine-learning Courses." ACM 
Transactions on Computing Education (TOCE) 19, no. 4 (2019): 32.
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is ethics an explicit part of university AI/ML/
data science classes?

Saltz, Jeffrey, Michael Skirpan, Casey Fiesler, Micha Gorelick, Tom Yeh, Robert Heckman, Neil 
Dewar, and Nathan Beard. "Integrating Ethics within Machine-learning Courses." ACM 
Transactions on Computing Education (TOCE) 19, no. 4 (2019): 32.

12% of technical courses included 
any mention of ethics, privacy, etc. 
in the course description or (when 
available) syllabus.
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is ethics an explicit part of university AI/ML/
data science classes?

Saltz, Jeffrey, Michael Skirpan, Casey Fiesler, Micha Gorelick, Tom Yeh, Robert Heckman, Neil 
Dewar, and Nathan Beard. "Integrating Ethics within Machine-learning Courses." ACM 
Transactions on Computing Education (TOCE) 19, no. 4 (2019): 32.

12% of technical courses included 
any mention of ethics, privacy, etc. 
in the course description.
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… the most glaring problem is that proposed subject 
matter is not computer science...the content of the 
‘strand’ has no algorithms, no data structures, no 
mathematical analysis, neither software development 
nor software design, no computer science theory. In 
short the content is devoid of every standard element 
present in computer science research and education. 
… It’s hard to imagine a computer scientist 
teaching these things. … Ethical and social concerns 
may be important, but as debating the morality of 
nuclear weapons is not doing physics, discussing the 
social and ethical impact of computing is not doing 
computer science.
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the case for ethics integration
 emphasizes ethics as part of technical 
practice, not as a specialization or an add-on 

 avoids isolating ethics from its context 

 ensures that everyone who takes a technical 
class is exposed to ethics content
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recommendations for ethics integration
 discussion of relevant current events 

 modules developed in conjunction with experts 

 explicit ethical components as part of projects/
assignments 

use real-world datasets with social implications 

 re-contextualizing existing assignments to 
include implicit ethical components 

 start at the beginning
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recommendations for ethics integration
 discussion of relevant current events 
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assignments 

use real-world datasets with social implications 
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 start at the beginning
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https://rb.gy/enfjbj
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what do we  
teach when 
we teach 
tech ethics?

Casey Fiesler, Natalie Garrett, 
and Nathan Beard. What Do 
We Teach When We Teach 
Tech Ethics?: A Syllabi 
Analysis. SIGCSE 2020.

Topic # 
Law & Policy 66
Privacy & Surveillance 61
Philosophy/Ethical Theory 61
Inequality, Justice & Human Rights 59
AI & Algorithms 55
Societal & Environmental Impact 50
Civic Responsibility & Misinformation 32
Robots & AI 27
Professional Ethics 25
Work & Labor 23
Design Ethics 20
Cybersecurity 19
Research Ethics 16
Medical Ethics 12
Total Analyzed 115
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1. Data is people. 
2. Ethical consideration comes    
    first, not last. 
3. No one is just an engineer. 
4. Teach data science based     
    on 1-3. 
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www.internetruleslab.com

casey.fiesler@colorado.edu

mailto:casey.fiesler@colorado.edu

