Social Norm Vulnerability and its Consequences for Privacy
and Safety in an Online Community

BRIANNA DYM, University of Colorado Boulder, USA
CASEY FIESLER, University of Colorado Boulder, USA

Within online communities, social norms that both set expectations for and regulate behavior can be vital to
the overall welfare of the community—particularly in the context of the privacy and safety of its members.
For communities where the cost of regulatory failure can be high, it is important to understand both the
conditions under which norms might be effective, and when they might fail. As a case study, we consider
transformative fandom, a creative community dedicated to reimagining existing media in often subversive
ways. In part due to the marginalized status of many members, there are strong, longstanding norms to protect
the community. Through an interview study with 25 fandom participants, we investigate social norms that
have been largely effective over time at maintaining member privacy and safety, but also break down under
certain circumstances. Catalysts for these breakdowns include tensions between sub-communities and an
increasing presence of outsiders, though most prominently, we identify a disconnect between the norms the
community needs to support and the design of the platforms they occupy.
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1 INTRODUCTION

“Don’t talk to strangers.” “Look both ways before crossing the street” From an early age, we begin
learning rules designed to keep us safe. We take similar rules with us online-for example, protecting
our own privacy by not giving out our passwords [57]. We also learn how to keep other people
safe—such as by being thoughtful about how and with whom we share photos of others [83]. These
rules are rarely formalized, but more often come from our interactions with other people. They
are social norms, the standards that govern or provide guidance to a group of people without
necessarily scripting specific rules and punishments [24]. Within online communities, social norms
that set expectations and regulate behavior can be vital to community welfare [48]—particularly for
the privacy and safety of its members.

Relying on social norms to inform healthy community interactions has several benefits. Social
norms often have more staying power than externally imposed rules [69] and can cultivate a strong
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sense of community identity [34, 47, 75]. Though norms hold powerful sway within communities,
there are relatively few ways to enforce them, such as modeling desired behavior [74] or publicly
shaming wrong-doers [12]. Therefore, even when social norms are strong within a community, they
can fail to grant the same power as formal policy. Researchers and designers have an opportunity to
better support online communities by understanding the conditions under which typically effective
social norms might fail.

As a case study, we examine transformative fandom, a community that has a long history of
using social norms to regulate behavior and promote positive community interactions [17, 34].
Transformative fandom is a subset of fan culture that remixes elements from original media (e.g.
movies, video games, and books) into new media that is transformative of the original content,
and is comprised largely of women and LGBTQ+ people [28, 49]. As a result of stigma attached to
fandom as well as many members who are in vulnerable positions, the community has developed
strong norms that help promote the safety and preserve the privacy of its members. However, as
fandom grows to encompass new generations of members [29], there are situations where norms
might break down or external factors such as platform design work against them.

As part of a broader investigation into privacy in content-sharing communities, we interviewed 25
participants about unspoken rules, behavior, and expectations around content shared in fandom. We
found that though norms to protect privacy and safety are effective in many ways, we also identified
reasons they break down: (1) value tensions and competing values within sub-communities; (2)
the presence and intervention of outsiders (including researchers and journalists) who do not
understand community norms; and (3) a disconnect between the norms the community needs
to support and the design of the platforms they occupy. We conclude with suggestions for how
community members can surface norms for discussion and education, how outsiders might approach
learning norms when interacting with a new online community, and how platform designers might
take action to better support important norms within a community—both for transformative
fandom and communities with populations similarly vulnerable to privacy and safety risks. These
suggestions aim to provide support for social norms that promote social benefits and well-being in
online communities.

2 BACKGROUND
2.1 Transformative Fandom

In the broader context of online communities, transformative fandom (henceforth referred to as
“fandom”) is a place where people produce creative works derivative of original content. For example,
members of Star Trek fandom might write a story that explores the off-screen relationship between
Captain Kirk and Spock. Fandom is comprised of multiple sub-communities organized around a
particular interest or “affinity” [40] such as a book series, movie, or television show. While these
sub-communities form around affinities, they all belong to a broader community identity that
shares some social norms and expectations [80]. For example, members of fandom share strong
norms around copyright and attribution [34] and the community strongly encourages providing
positive feedback toward one another’s fanworks [17]. Fandom often serves as a safe and positive
space for marginalized communities online [28, 38, 49], though it is not necessarily immune to
toxicity and harm [30, 77, 79].

Because the community has existed since long before the internet [49], fandom is a technology-
agnostic community that migrates and exists across an ecosystem of platforms rather than calling
any one site home [35]. The values they have developed over time are so integrated into the
community that they informed the design of the fan site Archive of Our Own (AO3), a platform
built by members of fandom for their community [37]. A large portion of fandom uses AO3 for
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archiving and sharing fanfiction, but social interactions take place across a variety of sites including
Tumblr, Twitter, and Discord [35].

While AO3 was built by the community for their own needs, these other platforms were not
designed with fandom in mind, though each is beneficial. For example, Tumblr’s mix of text and
visual media meets fandom’s needs to share a variety of types of fanworks (e.g., art, writing, video)
with each other, and their user-generated tags not only allow for labeling for multiple affinities,
but also for flexible conventions around labeling gender identity and sexual orientation [25, 68],
and the site’s lack of a real-name policy provides some measure of safety for LGBTQ+ people
that are closeted in other aspects of their lives [23]. Tumblr’s default pseudonymity also supports
fandom’s strong norms around pseudonyms rather than “wallet names” to identify one another
[16]. Tumblr’s anonymous ask feature also allows people to participate in conversations without
attaching their name to a question or comment they might be too hesitant to post otherwise. These
characteristics compliment AO3’s design, making Tumblr (at the time of our interviews) one of the
most popular sites for social interaction among fandom. Since December of 2018, however, Tumblr
introduced a ban on adult content that limited speech related to sexual content on the site, a topic
important to LGBTQ+ groups and fandom [15, 45].

During Tumblr’s heyday, fan communities used the site as a space to socialize for fandom in
contrast to platforms like Facebook, which fans regarded as a space to talk with people they knew
offline [46]. Tumblr lacked (and still lacks) methods for communities to enforce their own rules and
norms on the platform. Other platforms like Reddit [36] or Discord [54] encourage communities
to integrate third-party tools and applications that help communities enforce their own rules. On
Tumblr, people can manage their own content by deleting posts, blocking other users, and deleting
replies to posts. Users do not have access to sub-communities, moderation tools, or granular privacy
settings on content they publish to the site. In lieu of these controls, fan communities rely on norms
around privacy, safety, and secrecy to remain a safe and supportive space [16, 28, 30, 34].

2.2 Privacy, Safety, and Secrecy

This research explores what members of fandom perceive as threats to privacy and safety within the
community. Here we conceptualize “privacy” with the contextual integrity framework introduced
by Helen Nissenbaum [67], which suggests that information is contextual to specific circumstances
and is appropriate to share in some spaces and inappropriate to share in others. A person might
give their personal information to buy groceries and receive points from a loyalty program. The
data will be used by the grocery store to recommend other purchases and offer discounts. Most
of the time, people would agree that allowing a store to track their purchases for advertising is
relatively harmless. However, people might view certain data as more private, or posing risks
to privacy, if they are purchasing something sensitive [67], such as birth-control products. The
purchaser might expect or more strongly desire that their consumer information be kept private in
this case as opposed to just purchasing food.

Similarly, contextual integrity helps us understand fandom because of its history with personal-
and community-level anxieties around information and where it is or is not appropriate to share.
Even in pre-internet fandom, fans relied on social norms to manage appropriate information
flows. Camille Bacon-Smith, for example, described how she only gained access to certain types
of fanworks after she became integrated into the community, and how other members of fandom
taught her what kind of behavior was appropriate to avoid harming members of the community.
[9].

From both prior work in fandom that touches on appropriateness for content sharing [34] and
our findings, we saw that attitudes toward privacy in fandom are closely linked to concepts of
appropriate information flow, which is why we use this framework in our analysis, as opposed to
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other ways of thinking about privacy (e.g., boundary regulation [2] or Westin’s states of privacy
[82]) that focus primarily on individual privacy negotiation. In fandom, both are critical, but tend to
be negotiated at the community level. Bacon-Smith’s experience illustrate these two axes on which
fan communities consider privacy. First, privacy is important to each individual within fandom
because there are negative consequences an individual might suffer if the information that they
both share and access within fandom reach the wrong audience [16, 28, 34]. Second, privacy is
important at a community level because it is something the community works to maintain as a
group [9]. Therefore, privacy informs safety at both an individual and community level.

We understand “safety” as freedom from emotional, physical, and social harm [71]. We draw
our definition from Scheuerman et al’s work with transgender communities because it closely
mirrors the safety concerns our participants expressed as part of this study, as well as what we see
in previous work on fandom as an LGBTQ+ support space [28]. As in Scheuerman et al [71], fans
express concerns with safety from both purposefully abusive behavior and from online content that
may be unintentionally harmful. For example, while harassing behavior such as “doxxing” (releasing
personal information to an unintended audience without that person’s consent), name-calling, or
issuing death threats can be understood as abusive, posting content for an intended audience that
others might find upsetting is not necessarily abuse (e.g. graphic depictions of violence against
LGBTQ+ people [71]).

Safety can be regulated online through a variety of means. For example, platforms can apply
top-down methods like banning hateful content across the platform [21] and automated systems
can detect when specific content might be susceptible to harm, such as sensitive disclosures [62],
or is aiming to cause harm, such as bullying or harassing comments [50]. Any perceived risks to a
person’s safety threatens their overall enjoyment of an online space [70], meaning that encouraging
a sense of safety among individuals is important for encouraging long-term involvement in online
communities. Preserving someone’s safety online, however, is not simply a matter of identifying and
removing harmful content. Vulnerable community members belonging to marginalized groups face
heightened risks to their safety, especially from privacy violations like their personal information
appearing elsewhere without their consent [30]. As a result, effectively managing privacy is closely
tied to maintaining safety for marginalized populations in online communities [28, 58, 71]. These
risks are especially prevalent when marginalized groups access an online community for social
support, which requires a certain degree of personal disclosure to access supportive communities,
mentorship, and other resources [7, 28, 73].

For this reason, deciding whether or not to disclose or respond to someone else’s disclosure
is affected by concerns around privacy among other variables [6, 8]. For certain populations (e.g.
people either marginalized, stigmatized, or made vulnerable by broader social issues), online
communities might be the only viable space to access social support and mentorship in times of
life transitions [28, 66]. Despite needing social support, vulnerable populations must often consider
the consequences of disclosing personal information and might be hindered by traditional platform
mechanics like persistent real-life identities and profiles [84]. Vulnerable populations might choose
to manage their identity presentation at a more granular level. For example, LGBTQ+ people often
manage what aspects of their identity are visible across different social media platforms to avoid
disclosing aspects of their identity to certain audiences before they are ready [18, 27, 44]. Prior
research shows that anonymity can help individuals better manage social expectations and their
identities while also learning about themselves in lower-risk scenarios for seeking support [31].

Anonymity is also a key normative behavior that relies on secrecy to minimize potential threats
to individual privacy and safety [34, 58, 84]. Anonymity can better enable people to discuss certain
challenges or sensitive topics tied to their offline lives, such as parenting struggles [73], pregnancy
loss [5], or sexual abuse [7]. Similarly, the community members of fandom employ secrecy as
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a primary method for preserving their privacy and safety [16, 30, 34]. Rather than being fully
anonymous, fan communities rely on pseudonyms tied to persistent profiles and identities that are
detached from their offline lives [16]. While the stigma associated with fandom has lessened over
the years, publicly associating with fanworks still has risks around copyright infringement, job
loss, and unintentionally disclosing identity in the wrong context [16, 28, 34]. As a result, people in
fandom use secrecy norms to reduce the risks associated with participating in fandom [34].

2.3 Social Norms Online

Social norms, as the standards within a group of people that govern or provide guidance on
appropriate ways to act within a community [24], are particularly important in fandom, where they
are strongly adhered to by community members [34]. Social norms can effectively regulate online
community behavior and promote a community’s overall well-being. For example, longstanding
community members can model desired behavior for newcomers, thus reducing punitive actions
needed [55, 74]. Social norms can also discourage undesired behavior when community members
react negatively to norm violations [55]. They can also provide an implicit feeling of what is
and is not appropriate to do in a social setting, such as knowing when and where to show social
support and when inappropriate humor might be appropriate [1, 53, 60]. Normative commitment,
or fostering a sense of obligation to a community through social norms, can strengthen community
ties and group identity [10, 56, 75]. Young people have also demonstrated a complex understanding
of social norms around privacy, relying on normative expectations to determine how to interact
with personal information online [13].

However, despite their potential benefits, social norms can also lead to unhealthy situations.
For example, if multiple communities share the same platform, their social norms can come into
conflict and cause norm violations, thus leading to harassment or encountering upsetting content
[39]. Social norm enforcement might also disadvantage groups that are not represented or involved
in the creation and enforcement of group norms [65], or even actively harm community members if
they encourage destructive behavior [12, 20]. Furthermore, normative expectations around identity
presentation and behavior can be damaging for people who do not fit that ideal, causing normative
conflicts within a community [81].

Despite these challenges, social norms still play an important role in helping people preserve their
privacy and safety online. Youth understand norms around what information is and is not acceptable
to share to the public [57]. Transgender people form normative behavior around disclosing their
status as trans early and often on dating apps to avoid encountering threats to physical and
emotional harm [33]. Social norms encouraging pseudonymity online help people safely explore
potentially stigmatized topics related to parenting, gender, and sexuality [4, 23, 28].

Norms can become part of a community’s official rules [64], enforceable through moderation
tools integrated into platforms such as Reddit [22, 51]. In contrast, many of fandom’s social media
sites lack infrastructure to enforce social norms, contributing to a tenuous sense of safety among
community members [16, 30]. Though Reddit’s tools therefore might be useful for fandom, a recent
large-scale survey revealed that it is not a platform used by transformative fandom [35]. While
this same survey revealed small pockets of fandom using platforms like Discord, Tumblr is still the
most prevalent social platform by a large margin. Therefore, here we focus on how social norms
work (and when they don’t work) to preserve privacy and safety in an online community even
when there are no moderation tools available.

3 RESEARCH METHODS

In recruiting for this interview study, we posted to the major social platforms associated with
fandom, specifically Tumblr and Twitter, seeking fandom participants who were at least 18 years
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old, considering that the typical secrecy associated with participating in fandom might place undue
stress on a minor when obtaining permission from their parents. These interviews were part of
a broader investigation of ethical and privacy issues, which was how the study was described in
our recruitment materials. We tagged posts with common keywords associated with fandom (e.g.,
“fanfiction,” “fandom”) and these posts were shared far beyond our own immediate networks, with
the recruitment post on Tumblr receiving hundreds of reblogs. The call for participants was also
shared through a popular fandom podcast with thousands of weekly listeners, broadening the
reach of the call for participants. Both authors are actively involved in fandom and disclosed this
fact, fostering trust with the community. We responded to participant volunteers on a first-come,
first-serve basis, recruiting 25 people total. The first author conducted all of the interviews, and
only knew (as recent acquaintance) one participant, whose interview did not meaningfully diverge
from the others.

Interviews occurred in the summer of 2018 via voice chat or instant messenger depending on
the interviewee’s preference. Interviews were semi-structured [76] and the interviewer opened
by asking participants to describe how they were involved in fandom, then asked participants to
describe how they managed their privacy, what they perceived as ethical behavior within fandom,
and to describe any strong sense of etiquette they noticed people adhering to (or they adhered
to themselves). Participants were also asked to describe any safety risks if their data were shared
outside fandom. We conducted interviews until we noticed participants describing mostly the same
ideas around privacy concerns (around 20 participants) and conducted several more interviews
to ensure there were no major developments or new trends [43, 61]. During data collection, both
authors reviewed transcripts and met and discussed themes emerging from the interviews on a
weekly basis.

Because these interviews were part of a broader inquiry on privacy and ethics, following tran-
scription we conducted an initial thematic analysis [14] that surfaced a number of broader themes
on these topics. The first author led open coding, with the second author reading several transcripts
and working with the first author to outline themes that developed from the data. Following this
analysis, we re-visited the transcripts and the first author conducted a second open coding that fo-
cused on previously noted themes of rule and norm violations. We found that participants described
a set of social norms that fell into two broad categories: norms for privacy and norms for safety.
We then identified three primary themes tied to how participants described those norms break-
ing down or being violated: value tensions between sub-communities, outsiders and newcomers
misunderstanding norms, and platform design and policy clashing with community norms.

3.1 Demographics

Close-knit communities run the risk of being able to accurately identify people from a few specific
demographics [63]. In order to obscure participant identifiability, we describe our participant
demographics in aggregate. We asked participants their age, ethnicity, gender identity, sexual
orientation, and country of residence. We emphasized before collecting demographic information
that each participant was free to not provide any information for whatever reason. As a result, we
do not have demographic information on every dimensions for each individual participant. For
gender, 5 participants are trans, nonbinary, or questioning. 2 participants are cisgender men and 18
are cisgender women. 4 of 25 participants are heterosexual. The age range was 18 to 40, though
most participants were in their 20s and 30s. 17 participants reside in the U.S. and 15 participants are
white. Only 3 participants informed us they were people of color. These demographics are typical
of English-speaking fandom in that a majority of members tend to be (and historically were) white,
US-based, LGBTQ+, and women [9, 28, 49].
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In terms of their involvement in fandom, 4 participants had been active in fandom for over 20
years, 5 participants for 15-20 years, 4 participants for 10-15 years, 4 participants for 5-10 years,
and 8 participants for at least 2-5 years. 21 of our participants created fanworks of some kind,
with fanfiction being the most popular, and the remaining 4 participants described themselves
as consumers of fanworks. All participants were active on Tumblr at the time of interviews, but
participants who had been active in fandom for longer than 10 years all described previous platforms
they had left, such as LiveJournal, message boards, and personal web archives. We know from
previous work that, for some groups in fandom, Tumblr was a common space for fan communities
to gather after other platforms went defunct [35].

3.2 Limitations in Recruitment

Our sampling method as well as recent changes to fandom’s online communities imposes some
potential limitations on our findings. For example, because we only spoke to fandom participants
who were 18 years of age or older, we may be missing some perspectives that younger participants
may have on their online privacy and safety, though many of our participants have been part of
fandom since their youth and were able to speak to their prior experiences.

Because fandom is a space typically dominated by white, middle-class Americans, we are also
missing important perspectives from racial minorities [79] that might have intersected with issues
of online safety and privacy. Finally, our recruitment materials were shared most widely on Tumblr.
While Tumblr was at the time one of the most active social media sites for fandom communities
[35], our data may dominantly reflect norms and values inherent to the Tumblr community as
opposed to other platforms. Also, Tumblr’s adult content ban, taking place after our data collection,
has resulted in many marginalized communities drifting away from the platform [45].

4 FINDINGS

When we asked participants to describe etiquette or rules in fandom, they described their own
strategies and experiences that, across all participants, represents a set of norms. Descriptions of
norms were surprisingly consistent across participants, regardless of length or type of involvement
in fandom. Many participants described how these norms were successful and how they appreciated
the overall positive experience that being part of fandom provided them. In order to fully describe
these norms, however, participants often focused on the breaking points where norms were violated.
Through our analysis, we identified three primary modes through which these breakdowns occur:
(1) value tensions across sub-communities; (2) outsiders misunderstanding or neglecting to learn
community norms; and (3) platform design disrupting norm enforcement. Before exploring these
breaking points, we describe widely shared social norms among the community. It is important to
understand these commonly held norms to understand their vulnerabilities. We then explore the
ways these norms come into conflict.

4.1 Norms Toward Privacy and Safety in Fandom

Participants described norms that focus on maintaining privacy through using pseudonyms and
adhering to what some participants described as the number one rule of fandom: “don’t talk about
fandom” Participants also described norms that supported community safety through encouraging
self-responsibility in viewing content and discouraging harassment toward others. These norms
generally serve two major functions in fandom. First, they protect a person’s privacy by informing
community members what information is and is not appropriate to share across platform, especially
information belonging to other individuals much in the same way Nissembaum describes appropri-
ate information flows working [67]. Second, these norms preserve safety for both individuals and
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broader communities by both discouraging harassing behavior and helping community members
avoid undesirable content.

4.1.1  Norms for Privacy. The privacy norms our participants described mirror prior research
into privacy and fandom [16]. For example, our participants described using and respecting other
people’s pseudonyms as a way to avoid unwanted conflict in their offline lives. Only a few of our
25 participants had experienced severe privacy violations, though most participants had cautionary
tales about friends or someone from their community being outed for what they enjoyed in fandom.
Participants described a general sense that the golden rule of fandom, or “first rule of fandom,”
as P17 called it, was that information shared for the purposes of fandom stayed within the fan
community, especially personal information. This rule was described as a mutual form of trust
between people by many of our participants as well as a "double-edged sword" (P3). Participants
wanted to share with one another in fandom, but feared that bad actors or people from outside the
community might misinterpret or maliciously use the information they gave to the community. For
example, P2 knew that certain people in fandom had her legal name and mailing address because
they had to mail her fan art, but she was not worried they would publicly release her information
because she trusted the artists and did not think they had any reason to act maliciously toward her.
She described keeping her fandom identity separate because of the sexually explicit content she
explored in fandom, some of which was fan art that she commissioned from those artists:

My blog says, “Not safe for work.” There is erotica. There is porn. There is smut...Do
I want my face on there? I just got a new job where my face will literally be on the
company website. You’d really have to work hard to put two and two together, but it
might be done, and that’s the sort of thing that worries me. (P2)

P2 is not necessarily afraid of the artists betraying her trust, but is generally afraid of her offline
life being connected with the content she shares in fandom. Because content in fandom can be
intimate and sexually explicit, people needed fandom to stay separate from other parts of their
life. Participants described different challenges to separating fandom profiles from their offline
life, which social media can make difficult when accounts overlap or use Facebook and Google
log-in credentials. For example, one participant (P21) had to remove any links to her Spotify
account within fandom because the account was connected to her Facebook and therefore her legal
name. As the author of a popular and somewhat contentious fanfiction, she worried that someone
might weaponize her personal information from within the community if they disliked her story.
Pseudonymity, therefore, involves employing a certain measure of secrecy, maintaining a distinct
separation between fandom and other spaces.

I think by default a lot of people remain under their pseudonyms to protect their work
identity...I don’t want my work and my personal life co-mingling purely because of
the people that I work with. It could lead to awkward conversations...I imagine that
for some people the things that they create are still taboo. You know, just because
somebody is into tentacle porn doesn’t necessarily mean that it should affect their life
outside of fandom. (P17)

Beyond using and respecting other people’s pseudonyms, participants also expressed the feeling
that fandom content of any kind, not just their own, should not be shared outside of fandom.
My first inner thought is, things should not be spoken of outside Fandom. It’s kind of
like fight club. First rule of Fandom. (P17)

Participants felt that fandom and its contents should stay within fandom because of the highly
personal and vulnerable nature of the creative works shared there. Fanworks exploring sexuality
or other socially taboo topics might cause more harm than good to be shared outside of fandom. In
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particular, specific fandoms or fanworks might associate someone with a stigmatized identity. A
participant explained their concerns:

I don’t think being outed as a fan has impacted anyone, unless they’re a fan of something
horrific. But, I definitely know that being outed [to your offline world] as what you are
and how you act in a fandom in particular has caused problems. (P12)

Here, P12 is referencing people exploring their sexuality and gender identity, two themes that
participants regularly use fandom to engage with, considering a majority of them identify as
LGBTQ+ and fandom’s increasing LGBTQ+ presence [28]. For many of our participants, fandom
operates as a space entirely separate from the rest of their social lives:

[Fandom is] not for you. And by “you,” I mean the public. It is for a very specific
set of people. [Fanfiction is] written with a certain audience in mind, and it’s put in
the place where yes, it is public. Anyone can go onto my AO3 and print it out and
read it...Perhaps it isn’t quite obvious that there’s a certain sort of understanding or
unspoken agreement about AO3. It’s stuff for fandom. (P2)

P2’s insistence that fanworks are “for fandom” speaks to the fact that personal data shared in
fandom belongs to that community as part of its appropriate information flow [67]. When personal
data is shared with fandom, it is willingly shared for that particular space and nowhere else, despite
technically existing as “public data” For example, one participant explained that, within fandom,
they used a different name and pronouns because they felt more comfortable that way, but did not
want that name or pronouns used offline at work or with family because of negative perceptions
toward LGBTQ+ people.

Participants cited threats to safety as well as privacy as reason to be protective of personally
identifying information. While participants often cited threats outside of fandom as a concern, they
also talked about backlash and harassment from within fandom as a common concern.

4.1.2  Norms for Safety. Previously, we defined safety as the freedom from emotional, physical, and
social harm caused by abusive behavior [71]. Overwhelmingly, fandom is a safe space for people
to explore sensitive topics [11, 28], with prior work demonstrating that vulnerable populations
feel more comfortable in spaces where fandom operates, such as Tumblr [23]. Participants spoke
about the anxieties and fears they felt over something potentially going wrong in the future rather
than recounting experiences when their personal safety was violated. Participants were aware of
possible threats to their safety, even if they were not actively experiencing any.

Our participants reported observing intentional and unintentional violations to safety norms
through witnessing harassment or seeing other community members being doxxed. Participants
also described a set of norms related to keeping themselves safe through avoiding unintentionally
upsetting content. For example, many participants described a self-policing rule known as, “don’t
like, don’t read,” implying that community members are expected to ignore or look away from
content that they might disagree with. Participants described that, in general, this practice was
easy enough to maintain through the fandom community’s infrastructure for tagging content:

It can be difficult to deal with certain subjects, even in fiction. And [fanfiction], as
opposed to other fiction, is something you can tailor to yourself in terms of reading. I
can read a book blurb, I can look at reviews, I can ask friends or a store associate, but
there’s nothing that says “on page 18 the hero’s dog dies,” and that might be fine. But I
can set AO3 searches to exclude any instances of dog death pretty easily. (P19)

Participants emphasized that this norm encouraged people to curate their own experience online
because AO3 makes that process easy. Another participant stated that supporting this norm was
about supporting people’s right to creative processes as a resource:
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While I may not agree with [writing about underage characters in relationships with
adults]...writing is an excellent way to process emotions and experiences. I think that
fandom can be a really great outlet for that. (P22)

P22 explains above that “don’t like, don’t read” is important because even if they disapprove
of the fanwork, the person writing it might need that process as a way to recover from difficult
experiences. Putting the responsibility on the individual to regulate their own experience also plays
into a closely related social norm that discourages people from harassing others: “ship and let ship.”

The word “ship” refers to the act of “shipping” or desiring certain fictional characters to be in
a romantic relationship together, and is a staple of fandom [42, 49]. For example, most fanfiction
focuses on the romantic relationship between two or more characters, with well over 75 percent
of all fan fiction reading or writing focused on “romance” [19]. Shipping, used as a verb, implies
the action of discussing and promoting a certain romantic pairing. Within fandom, shipping can
become contentious when people disagree with one another over romantic pairings or believe
that certain romantic or sexual pairings are unhealthy or morally objectionable, though there
are still governing norms that provide a sense of what is and is not appropriate behavior when
people disagree over shipping [42]. The norm “ship and let ship” serves to protect people from
content policing. This social norm also encourages people to be more flexible of differences among
community members. In other communities, differences in identity that deviate from a normative
ideal can lead to conflict and harm toward vulnerable community members [81]. Violations of the
norm “ship and let ship” tend to be examples of people enforcing normative expectations against
the general spirit of fandom. One participant explained that some “ships” were viewed as unhealthy
compared to others:

It’s like, dude, I know this chocolate cake’s bad for me, but I'm going to eat two pieces
of it anyway. It’s like, all right, eat those two pieces of chocolate cake and enjoy
yourself...Enjoy it all you want, but just admit that you’re not eating vegetables. But
these people take it a step further and they say, “No. 'm going to police what you can
enjoy” That’s not okay. (P23)

Participants drew a firm line at policing other people’s involvement in fandom, with P23 ref-
erencing some people crossing that line to tell others what they can and cannot enjoy. “Ship
and let ship” acknowledges that not all people in a community like fandom will share the exact
same values, which is a concept that in part helped shape the community’s tagging system [37].
Specifically, AO3 has four mandatory warning tags that content creators must use to label their
fanfiction if it contains any four specific topics (content related to major character death, underage
sex, non-consensual sex, or extreme violence). If a fanfiction contains none of those topics, the
author can select “no archive warnings apply.” If the author does not select any of these options,
AO3 automatically labels the story “author chooses not to use archive warnings.” These mandatory
tags are a compromise over the tension of wanting to allow people to write what they want while
also helping people avoid content they do not wish to see.

Safety norms in fandom serve two major purposes identified by our participants: (1) people are
safer from online harassment like doxxing from within the community if their personal information
is not easily accessible (e.g. by using a pseudonym); and (2) community members are also safe
from being exposed to content they would otherwise avoid. For some participants like P2 and P17,
these norms helped them maintain a professional online presence. For other participants, keeping
their fandom content separate was a matter of preserving physical safety. For example, LGBTQ+
participants who were not out to their family described fears around losing their housing or being
physically hurt by family members if their fandom content were discovered, with one participant
referring to anything depicting LGBTQ+ characters as “contraband” (P15). These sorts of threats
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stand as a very real concern to our participants because of the ways they described social norms
around privacy and safety coming into conflict in fandom.

4.2 Reasons Norms Come Into Conflict

Because fandom exists across multiple platforms, community members are reliant on norms as a
common set of rules for community behavior, with each platform containing different methods for
interaction and regulation. Despite many of our participants describing and adhering to common
social norms, they also described moments when these norms came into conflict or broke down.
Participants talked about debates within fandom focused on how and when people should police fan
content. Participants also described how outsiders entering fandom violated norms unintentionally
by sharing fan content where it was not appropriate to share, thus amplifying fan content to the
wrong communities. Furthermore, participants emphasized that certain platforms like Tumblr are
not designed to support the privacy needs of fan communities, generating conflict around enforcing
norms. Here, we describe three ways that our participants said norms came into conflict.

4.2.1 Value Tensions Between Sub-communities. We know from prior work that when communities
in fandom agree upon norms, those norms are well-enforced by those communities [34]. Fiesler and
Bruckman found that people in fandom, across different sub-communities, generally agreed on the
social norms surrounding copyright and attribution in regards to creative works [34]. However, the
social norms tied to privacy and safety we examine here are debated across fandom, causing value
tensions between community members or entire sub-communities. For example, ten participants
described witnessing internal community norm violation and community members disagreeing
with others over norm enforcement. These value tensions are not necessarily new to fandom,
considering that AO3 was designed with ways to mitigate those value tensions [37].

While we have previously described mandatory content warnings, another design feature that
mitigates value tensions is the site’s policy toward “orphaning” fanworks. Fan communities place
a strong value on archiving fanworks for others to read. However, the community also values
personal privacy and control over one’s information. As a compromise, AO3 designed the “orphan”
feature to disconnect a content creator from their fanwork, removing the associated author name
and trace data. As a result, people can opt to remove their name from a work rather than deleting
it, thus preserving the archive’s collection [37]. Outside of AO3, social media platforms are not
designed with the same care to diffuse value tensions specific to fandom. When describing norm
violation within fandom, participants often pointed to intense community debates over what values
fandom should hold and how those values should be enforced across the community.

You have people posting these blanket statements of...almost always it relates to under-
age sex. So we can’t write about teenagers having sex because then they’ll think it’s
okay...There’s all these conversations about how it needs to be not written about at
all. Like if you write this or read this you're a terrible person. Or it’s..where you have
people who get hateful comments, or they get dragged on Tumblr for writing about
abuse, or an older/younger person relationship. Things like that. (P22)

The debates that P22 describes conflict with the social norms participants described to us,
particularly “don’t like, don’t read” P22 is describing a negotiation of content management meant
to preserve community safety (e.g. making sure minors do not see inappropriate content), but notes
that the debate leads to harm. Those “blanket statements” lead to people perceiving harassment
toward someone writing objectionable content as justified, which can encourage people to take
harmful actions toward others they might not otherwise [12]. The resulting consequences of that
harassment have real-world impacts on community members.
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I see young people stumbling and then being shredded for something that was not done
with ill intentions and could be a teachable moment. Instead, they are being treated as
if they are the problem instead of somebody who is perpetuating the problem but in
no way...could be the person who created the problem. (P1)

P1 describes witnessing general harassment toward others who unknowingly break rules in
fandom. These people could easily benefit from a “teachable moment,” P1 argues, but are instead
punished harshly. Participants described a “steep learning curve” (P17) similar to other online
communities highly structured by social norms [55]. While people are learning those norms, they
might be exposed to situations like P14 describes below in which a young person received an influx
of harassment for drawing fan art in a way that did not adhere to community norms:

When young artists or authors are attacked by a force of [anonymous people], that
just disrupt the safe space...'m pretty sure there was an artist in the Steven Universe
fandom who tried to commit suicide because of [anonymous] hate related to how she
was drawing certain characters...I believe she survived, thankfully, but she was young
and just some person, you know? (P14)

Participants noted that, even though they supported certain practices within fandom that en-
couraged people to let others create what they want, other people disagreed and felt that they had
an obligation to police content. Many participants blamed the trend on “callout culture,” the act of
publicly shaming someone for doing something that is perceived as wrong or a group of people
disagree with.

I'm into ship and let ship. Callout culture seems to have gotten into fandom and I think
it’s unfortunate. I've been involved in several ships that are hashtag problematic. (P9)

It’s almost always blanket statements someone will post, like “All these people are
terrible” Then you’ll see pushback where someone goes “Well wait a second, it’s okay
as long as this,” and then you’ll have a fandom grandma saying “Wait a second, we’ve
heard this before in periods of censorship and this is why communities like Archive of
Our Own are created, and we need to remember that” It’s a cycle. (P22)

Both P9 and P22 described callout behavior as though it is new to fandom, with P22 referring
to a cycle of discussion that usually ends in the “fandom grandma” describing the history of why
a certain norm exists. While Tumblr hosts many of these conversations, the archival history of
fandom and documentation on why certain norms and tropes exist are hosted on other sites like
the wiki Fanlore !. One participant described a moment where they were perceived as a newcomer
to fandom-despite being actively involved across multiple platforms over the years—because their
behavior did not align with the expectations of one sub-community:

I came to Tumblr very late, and one of the first real interactions I had was one where a
friend reblogged a third person who was [discussing] how much more amazing Tumblr
is to LiveJournal. And my friend disagreed. I reblogged, agreed with her and then quite
a few people jumped in...And the original poster freaked and threatened to dox me. And
I was amused and bemused and freaked because the very reason I loved LiveJournal
was the privacy settings and the reason I hated Tumblr was its lack. But this person
(and their community) had created rules that I was unaware of, and felt I'd broken
those rules and as such was a total newb who shouldn’t engage in fandom. (P8)

Despite P8 being a long-term member of fandom (with over 20 years experience), their knowledge
of fandom rules did not align with another person’s knowledge of fandom rules. Other participants
referenced that they felt “younger” or newer community members tried to police fan content

!https://fanlore.org
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more than other community members. It is also entirely possible that, despite our participants
sharing a strong sense of what the community norms are, that fandom norms have shifted over
time or changed between sub-communities, much like we see normative clashes over how to
appropriately express grief online [39]. Participants described how comments that were negative
toward someone’s fan content violated the norm “don’t like, don’t read”

I don’t know, it’s jarring. If it’s your preferred ship that someone’s hitting on, it’s like,
“Well, this sucks” And if it’s someone else’s, you kind of feel bad for them. And why
are you making someone feel that way? (P4)

P4 describes a sense that people in fandom should not criticize one another over their ships,
mentioning a “jarring” sensation when noticing others violating the norm. P23 spoke to a fear
of excessive regulation if people in fandom were allowed to police others for their fan content,
describing that while some people might enjoy something in fandom that others did not, they still
had the right to enjoy that content:

Of course, we all have ships where we’re like, “Okay, that’s unhealthy,” or “I think
that’s abusive” I think we’ve all collectively decided that Fifty Shades of Grey needs
to burn on a pyre, but that doesn’t give you the right to go and police other people
because then it becomes a question of who watches the watchmen? Who is deciding
what is pure and what isn’t? (P23)

The tension our participants describe between policing undesired content and letting people
enjoy what they want is in part the result of differences in values between sub-communities and
individuals within fandom. Our participants felt as though it was inappropriate to contact or
harass individuals for creating fanworks they objected to, though there is most likely a competing
norm that compels the people perceived as harassers to take such actions. Prior work has been
critical of that relies on anonymous shaming or callout posts to police behavior, noting that such
norms impose certain aesthetic values on the community that restrict creative expression [26]. For
example, P25 described a commonly-held value that middle eastern characters should be depicted
with darker skin in fan art to increase representations of people of color. As a pale-skinned middle
eastern person, she found that this value, while well-intended, was misinformed and limited her
own creativity.

These opposing values lead to tense situations in which people are harassed, disrupting fandom
as a safe space. That disruption can impact someone’s life when their fan community is the only
space they can safely be their true self [28]. One participant described purposefully doxxing a group
of people in fandom as a means of punishing them for harassing her fandom friend:

She...knew their fandom identities. And for example, some of them had written Real
Person Fiction about this actor [they worked for]...I reported those employees for it in
revenge for the way they had treated her...Both sides of their identity were known by
this woman and because of that, she was able to get them fired from this job. (P23)

While P23 expressed that she regretted her actions and would not do something like this now,
the story represents how norms like “don’t talk about fandom” are easily overridden within the
community when someone has the means and motive. Other participants like P1 and P7 self-
described as “lurkers” and practiced non-use to avoid harassment. In addition to encountering
threats from within the community, participants also described tension between participating
in fandom and fearing that their content would be amplified to broader public spaces through
outsiders entering fandom and misunderstanding community norms.

4.2.2  Outsiders and Newcomers Misunderstanding Community Norms. The social norms that govern
rules around content in fandom are difficult to learn and not necessarily readily available to someone
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just entering a fandom community. For example, outsiders and newcomers might be unaware of
the privacy norms surrounding content. Participants described anxieties around people new to the
space misunderstanding what fandom is for, or inappropriately commenting on fanworks.

In particular, fandom has specific norms around how people are supposed to interact with fan
content, though these rules are not necessarily written down anywhere. Multiple participants
described learning how to leave feedback and comment on people’s fanworks appropriately, which
involves being positive [32].

I think the biggest rule that’s stood out to me is how fans are supposed to respond to
each other’s work. So, it’s not that critique is impossible; but, what I like is that there’s
a starting disposition of goodwill. You want to express your feelings and your love for
this fandom and you want to share it with the community, and sort of taking that as a
good thing and then moving from there to say most of our responses should therefore
be positive. (P3)

Participants also voiced concerns over their fandom content, such as fan art or fanfiction, leaving
fansites by being posted elsewhere without their permission, whether in a Buzzfeed article or
shared to someone’s personal blog. Participants described events where journalists, academics,
or even harassers have taken fan content and put it elsewhere without asking permission. As P2
stated, fandom is not for the “public” but created for a specific community. However, fandom is
situated in public spaces online, meaning that content can be relocated anywhere without the
owner’s knowledge. Because accessing fan communities is as easy as visiting a website, participants
described people taking content from fandom without thinking about the consequences of displacing
that content. One participant described such actions as parachute journalism: “people come into
the community, they parachute in, they don’t really look around, and they leave” (P5).

Parachute journalism can easily disrupt community norms and perpetuate harm. Returning to
LGBTQ+ members of fandom, these participants described ways in which their content might
accidentally reach the wrong people, even if none of their personal information did:

There have been scares...I always worry about having something that gets extremely
popular to the point of bleeding into something like a Buzzfeed article without my
permission...For some people, it could be potentially dangerous if their identities are
even accidentally linked and their life circumstances don’t allow for that kind of
openness. (P15)

P15, who writes fanfiction and illustrates fan art, worried that if one of their illustrations ever
became popular enough, it might be relocated without their knowledge to other parts of the internet
where their drawing style could be recognized by a family member and then followed back to their
Tumblr account. P15 presented as openly queer on Tumblr but remained closeted at home for fear
of homophobic reactions from their family. They described keeping their content within fandom as
a matter of “survival” Despite there being so much at risk for some people, participants described
how outsiders could better interact with fandom-by getting to know the community.

Talk to people that are actually part of the community...If you come at it respectfully...it
is a very open community that is willing to answer immense amount of questions that
you have. If [outsiders] just took the time to actually contact enough people to get a
good sense of things, and also just didn’t portray things out of context, I think that’d
be fine. (P12)

If someone is going to feature a fandom creator, I think that basic courtesy [of asking
permission] should be extended, especially if their content is going to be shown in a
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broader sense-art re-posted or reused, works copied and pasted, several posts compiled.
(P15)

Asking permission to use fan content outside of fandom was the top recommendation participants
gave for outsiders coming into the community. Participants actually encouraged people to write
about fandom, citing that it was good to highlight the community as a normal space (as in, not a
space to be stigmatized [77]). Our participants emphasized that the only way to know if a person is
comfortable with their content being used elsewhere is to ask them directly. By encouraging others
to ask permission, participants hoped that outsiders would understand that because certain content
is openly shared in fandom does not mean it is public knowledge elsewhere in a person’s life.

I have had a personal friend who was outed by being featured in a local newspaper
kissing her girlfriend when the paper did not get the permission of my friend nor her
girlfriend. It was disastrous to say in the least. (P15)

The incident P15 describes above refers to when a news reporter took a photo from a fan con-
vention’s photo shoot page and ran it in a story. The example highlights the important distinction
that fans emphasized about their fan content migrating elsewhere. Again, what might be appro-
priate information to share in one space might be inappropriate elsewhere [67]. What concerned
participants most was the idea of people finding out what they did in fandom, not their status as a
fan.

What I do is for the fandom, people that are already in the pit...I don’t mind people
in real life knowing that I'm a fan and that I write fanfiction, because that is part of
me...and I want people to know this, but it’s not for [them], because unless you’re in
the pit already, you’re not really gonna understand, and it might strike you as very
bizarre. (P2)

Fandom is for fandom, as our participants stated numerous times. The norms built up within
fandom are designed to prevent internal harassment as well as content leaving the platform.
Unfortunately, not all platforms can support the privacy and safety norms of fandom.

4.2.3  Platform Design and Policy Versus Community Norms. Despite fandom existing independent
of any one platform, the digital space it resides on can still influence the community. In many of the
examples we have discussed, fandom’s norms and the ways in which they break down represent
gaps between the community’s needs and the platform’s affordances, especially concerning norms
around preserving secrecy. Because Tumblr was, at the time, an important space for fandom’s
social interaction, many participants compared Tumblr’s design to platforms that were previously
popular, such as Livejournal.

So back in the LiveJournal days, it was pretty much locking posts to certain friends,
certain communities. On Tumblr, there’s no privacy settings whatsoever, so it’s just
out there and so if you tried to track my name down, it would not be hard to find me.
Here I am. (P21)

“Locking” posts refers to an ability people had on LiveJournal to restrict someone’s ability to
view posts, or entire journals, to certain people similar to the “friends only” setting on Facebook or
circles in Google+ [52]. Tumblr does not have options for selective sharing. As a result, fandom
participants cannot choose to make some of their content available only to a certain group of people.
Other platforms posed privacy threats through single sign-on features, leading to P21 electing not
to use her Spotify account to host any fandom-inspired playlists. Community members have come
up with certain workarounds that point toward gaps between platform design and community
needs that might easily be bridged.
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You don’t really reblog personal posts. People will get onto Tumblr and go, “I had to
deal with this guy who was harassing me and it sucked” It’s sort of understood that
you don’t reblog it, you know? (P23)

Some people are like, “please don’t reblog” when they put stuff up. (P2)

Whether it is a sense that personal posts are not to be reblogged or explicit instructions on the post
itself, the idea of not reblogging goes against Tumblr’s design, which encourages people to spread
content through reblogging and liking content. A design that encourages the spread of content
can be good. Participants expressed that sharing and properly crediting fanworks throughout the
community was an important part of fandom. However, our participants have also described a need
for some content to stay strictly within fandom, to not talk about fandom outside of fandom.

Tumblr’s design also makes following the norm “don’t like, don’t read” difficult. Participants
talked about curating their experiences, but also talked about how Tumblr’s infrastructure some-
times pushed unwanted content into their space.

Tumblr is a site where tags are important for finding content and do not have a good
on-site way of being monitored...If you are a user who doesn’t have a blacklist [plug-in
installed], then you are essentially seeing everything that goes on your dash, regardless
of what it is. You can unfollow people, but sometimes people surprise you and randomly
reblog porn in the middle of the day...So there’s some aspect of Tumblr where people
cannot curate everything. (P14)

This heightened visibility of content can fuel toxic interactions when Tumblr blogs with wide
audiences specifically target or “call out” something in particular. P13 describes an incident in
which two major people in fandom, also referred to as “Big Name Fans,” amplified each other’s
presence and opinions to opposing sides of an issue and caused an influx of harassment for one
another in the process.

I've seen two people in a fandom pitchforking each other as to how a certain character’s
portrayal should be done by fan artists and fanfiction writers for it not to be racist.
Given those two had big followings, both were harassed through anon asks. (P13)

Even when participants did not name specific platform mechanics as contributing to this behavior,
they often contrasted how norms broke within fandom with a feeling that they worked differently
on other platforms.

It’s just wild to me that people want to spend their time trash talking other people and
other people’s ships..I feel like it’s something that’s different from when I was last actu-
ally talking to people in fandom which was not on Tumblr. [It was] on LiveJournal...On
LiveJournal, I was in specific separate communities. (P9)

The specific communities that P9 refer to represent separate journals, or sub-communities,
within fandom that people could opt into. They would only see the content associated with that
sub-community so long as they opted into it. On Tumblr, the site’s design means that people
will encounter anything that someone they follow reblogs, regardless of whether or not they are
invested in that fan content.

LiveJournal was not without its own problems, our participants noted. The site’s ban of explicit
content prompted people to leave and build new communities elsewhere [37], demonstrating how
platform policy can also severely impact a community, especially when that policy is in stark
contrast to the community’s norms. Tumblr’s 2018 adult content ban might also prompt a similar
exodus from Tumblr. The ban represents a policy decision that actively works against fandom’s
community norms. As we have previously explained, fandom is a safe space to explore topics
related to gender and sexuality, which often involves “adult” content [15, 45]. The platform’s policy,
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therefore, cannot support the community with social norm enforcement tied to that content. When
discussing platforms that supported community norms best, participants described AO3, a platform
designed by fandom and for fandom, as a “step in the right direction” (P12), with accompanying
policies that are supportive of the community’s norms. Prior work demonstrates that aligning a
platform’s policies with community norms helps make those norms more enforceable [34]. When a
platform is not able to support a community’s social norms, those norms break down quickly. By
understanding why these norms break down, we can better understand how communities interact
with their platforms and consider ways to support norms from within a community.

5 DISCUSSION

These findings demonstrate that while fandom has strong social norms that help the community
function, there are instances where a lack of means to enforce those norms can result in serious
consequences for community members. Fandom’s norms are only effective when people’s values
align with those norms and when there are ways to make those norms known. When those
conditions are not met, disagreements between sub-communities or competing values can cause
norms to come into conflict and break down. Fandom’s social norms also cannot protect the
community from outsiders stepping in and unintentionally violating them. In addition to these
challenges, platforms like Tumblr are not designed in a way to support fandom’s social norms.
Because of these risks, vulnerable people in fandom are susceptible to harm depending on how their
content is used and where it goes. Looking beyond fandom, we draw on these findings to consider
how we might examine social norm vulnerabilities in broader online spaces and, if those norms
are providing a benefit to the community, how we might better support them. Using fandom as a
case study, we consider how to support norms as community insiders, outsiders, and as platform
designers.

5.1 Supporting Norms within a Community

Supporting social norms from within a community can be a challenge when that community
lacks formal moderation tools. Unlike platforms such as Facebook, Reddit, or Discord [3, 36, 54],
Tumblr has no moderation controls that community members can use to establish or regulate
sub-communities. People may delete their own posts or replies to their posts, but beyond their own
content, they have no methods for regulating other people, barring reporting someone for policy
violation. Therefore, with norms inevitably playing a larger role, disagreements over those norms
led to tension between sub-communities. Participants described lengthy public discussions between
community members about the purpose of certain norms, with “fandom grandmas” eventually
stepping in to remind people why those social norms are in place.

The social norms in fandom are so effective because of the community’s strong sense of group
identity, as in community members behave a certain way to signal that they are part of the group
[34]. However, our findings demonstrate a vulnerability where social norms might differ enough
between sub-communities to cause tension. We can help people across different sub-communities
by providing tools for surfacing a community’s norms to its members. As an example, we might
consider fan practices toward when it is and is not appropriate to discuss “spoilers” (e.g. plot-
relevant details of a book, movie, or television show). Some sub-communities might display a “No
spoilers!” message to let people know the community is not yet talking about new content related
to whatever media is being discussed. The message sets expectations from within the community.

Still, miscommunication can happen. Prior work has recommended encouraging reintegrative
norm enforcement, in which people are instructed on how to act the next time rather than being
scolded for what they did wrong [34]. Communities should approach problem-solving through
education over harsh sanctions when possible. For example, people who have never commented on
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fanfiction might be unaware that positive feedback is prioritized, with constructive criticism only
welcomed if asked for. If someone leaves the wrong kind of feedback, someone can reply to the
comment and instruct them on what is expected in the community. If a person is never told what
they are doing wrong, they never have the opportunity to correct their behavior. We see similar
strategies working well with moderation tools on Reddit that not only delete inappropriate content,
but also explain why the content was deleted. Explanations helped community members learn the
social norms of a particular subreddit and improve their behavior in the future [51]. Our findings
here support continued use of reintegrative norm enforcement across online communities.

5.2 Supporting Norms as an Outsider

When asked about outsiders entering the community, participants repeatedly emphasized that all
are welcome in fandom as long as they are respectful and take the time to learn about the community.
For example, the rule of obtaining permission for content sharing in fandom (as demonstrated by
P8’s experience of being called out for inappropriately reblogging) is important to members of
fandom because it prompts a dialogue where an outsider or newcomer can better learn a person’s
life circumstances. As P15 noted, not every fan artist is excited to be featured in a Buzzfeed article,
and may face harsh consequences if they are.

However, despite being generally welcoming, participants were still mistrustful of outsiders
entering the community that did not intend to become part of fandom. For example, though they
held more positive opinions toward researchers, community members feared journalists or mean-
spirited trolls taking advantage of the community. This perspective might be fueled by the external
stigmas participants were aware people held toward fandom. Participants assumed that, when
coming to fandom, outsiders were more often than not looking for something of shock value or
to quickly compile a list of memes, selected fan art, or fanfiction to feature elsewhere rather than
linger with the community. One notable incident of outsiders flooding fan spaces involved a college
professor assigning fanfiction as reading homework and students from the class leaving critiques
for the fanfiction that did not adhere to community norms.

Of course, fandom is not the only space where newcomers or outsiders can disrupt a community.
For example, large influxes of newcomers to subreddits typically mark a period of heightened
rule violations [55]. Prior work has demonstrated that, despite an influx of new members, regular
moderation paired with norm enforcement from the community can help newcomers learn norms
quickly [55]. We return to idea of obtaining permission and asking questions of a community as
a reliable way to understand community norms and reduce harmful norm violations. Fostering
transparency and open communication between outsiders and community members can help
decrease the chances of a journalist, researcher, or any other person unknowingly violating a norm.

5.3 Supporting Norms through the Platform

Because so many of our participants highlighted a gap in available tools for norm enforcement, we
encourage platform designers to consider the communities that make use of their space and their
needs. A website’s interface will enforce certain normative behaviors on the communities using
that site, whether or not those norms align with how the community can best use the platform.
For example, Mel Stanfill [78] demonstrates through discursive interface analysis how certain
fansites operated by corporate media properties actively discourage group formation by only
allowing interaction through message boards. Stanfill argues that design choices like this encourage
normative behavior toward fandom as an individual practice rather than a communal one. Common

Zhttps://themillions.com/2015/03/from-the-internet-to-the-ivy-league-fanfiction-in-the-classroom.html
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methods for eliciting values during design processes can aid designers in determining what a
community’s social norms are when building a site or adjusting it as its user base changes [37].

In contrast to AO3 which was built specifically for fandom, social media platforms such as
Tumblr or Twitter were not designed with fandom’s values or social norms in mind. Participants
spoke about their frustration with other platforms’ inability to do tasks they perceived as simple,
such as making social media posts private to a select audience or managing the spread of viral
content. Design and policy decisions can have a much stronger (and more negative) effect on
marginalized groups using a platform even if that platform did not intend to drive off those users
through their decisions [15, 45]. Considering the frustrations of our participants, we encourage
researchers and designers to pay close attention to those pain points and how a platform might
exacerbate a problem. Where those points of frustration are connected to a misalignment of a
community’s norms with the platform, we can ask whether or not changing the platform’s design
would encourage healthier community interaction. Asking what the norm is, what purpose it
serves, and how the platform disrupts or supports a social norm allows consideration for how we
might design to support social norms. Observing and understanding a community’s social norms
can help us design better platform mechanics that fit a community’s needs without exposing those
community members to undue harm. We might also consider ways to introduce flexibility in how
communities manage themselves online, empowering people to regulate their own spaces through
customizability and moderation.

For example, platforms seeking to support healthy social norm enforcement could allow com-
munity formation through sub-grouping, something that platforms like Facebook, Reddit, and
Discord already encourage [3, 36, 54]. When a platform has sub-communities, not only can those
communities form and enforce their own appropriate norms, but it allows users to know when
they are in one community space versus another and decreases the possibility of inadvertently
coming up against conflicting norms. Secondly, platforms can emphasize the importance of static
information displays that can easily be accessed and referenced by community members who might
need to reference norms or guidelines. Displaying rules in discussion boards has shown to help
participants better adhere to the norms and expectations [64]. Our participants described a “cycle”
of debate around social norms that could benefit from accessible, archival spaces integrated into
the community. These sorts of spaces can keep records on community norms and expectations,
not unlike the work certain wiki pages do for community records. Archival spaces can also help
communities keep track of how their social norms might shift over time, or explain how expec-
tations have evolved. Instances like P8 described, where norms might differ or change based on
the sub-community, speak to a need to consider how platforms might encourage displaying rules
and guidelines while also leaving room to show how those rules are amended and change with the
community, or between sub-communities.

5.4 Cautions for Social Norm Support

Designing toward enabling communities to better enforce their own social norms has its challenges.
First, not all norms are positive. For example, Blackwell et al. [12] have demonstrated how people
can decide to direct harassment at other people online as a means of enacting justice on a wrongdoer.
Social norms can also develop to enforce self-destructive behavior, such as in pro eating disorder
communities where members encourage each other to adopt dieting behaviors that physically harm
people [20]. Normative expectations can also discourage diverse expressions of identity or interest,
causing harm to marginalized people in a community [81]. In these instances, we might instead
consider how harmful norms could be disrupted by intervention from the platform.

There are also situations where social norm enforcement simply won’t work. For example, social
norms tend to have more sway when there is a strong group identity in a community [10, 75],
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meaning that online spaces that lack a strong group identity can struggle to form strong social
norms. It is also important to recognize that social norms can change over time, or that change
might be necessary in the case of communities of harm. Finally, it is important to acknowledge that
surfacing social norms as explicit rules, like on Reddit, can shift the burden of caring for those rules
onto specific community members [41]. To this end, we offer our insights here as encouragement
for deeper engagement with social norms in online communities. We encourage future research
to not only examine how communities display and enact social norms (e.g. through rules lists,
announcements, and active moderation) but also to examine where social norms come into conflict
and fail, especially if those norms are benefiting the community.

6 CONCLUSION

Fandom is a unique community because of its longevity across different platforms and adherence to
social norms for promoting community health and safety. Participants highlighted moments where
these social norms do not always work, causing disruption to their privacy and sense of safety. The
problems our participants face are not unique to fandom, either. Online communities comprised of
vulnerable populations face similar privacy and safety concerns, and are often without the power
to enforce their own beliefs against the grain of the platform. LGBTQ+ communities, communities
of support, and communities devoted to sensitive or special topics all have specific norms that are
difficult to enforce or are inadvertently sabotaged by platform design [7, 18, 27, 55, 59, 72].

This research demonstrates how analyzing a community’s social norms can surface weak points
in a platform’s design as well as opportunities to better support online communities. Identifying
social norms in other communities that rely on strong norms for regulation can provide researchers
and designers with the opportunity to explore better ways to support those communities. Our
research also highlights ways that online interactions can expose people to extreme risks. With so
much at stake, why do our participants stay involved in fandom? One participant told us:

[Fandom is] such a big part of what’s gotten me through depressive periods...and it’s
hard to separate that...And I wish they could all exist in the same world, but I don’t live
in that world. So I have to draw lines. And the lines in the sand have shifted throughout
my life. And they’re going to keep shifting. (P2)

It is perhaps this deep connection that participants felt to the community that fuels the intense
debates over adherence to norms and how to best keep the community safe. Within fandom,
participants viewed social norms as an effective way to maintain a healthy community. When
social norms work to preserve the privacy and safety of its community members, any conflict
or breakdown in those norms can have serious consequences for the affected people. Identifying
those norms, and their breaking points, helps us understand how to better support social norm
enforcement and encourage healthy online communities.
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